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Talent Screener Form

REF. ENISA-CA-FGIV-2020-02
CALL FOR EXPRESSION OF INTEREST FOR CONTRACT AGENTS 3a)
FUNCTION GROUP - FGIV 
1. Declaration on fulfilling the eligibility requirements
You should mark your choice(s) by ticking the relevant box and where applicable indicate the required information:

                                
                                                    Yes          No
	I am a national of one of the Member State of the European Union, please specify the country/countries:____________________
	 FORMCHECKBOX 

	

	I have a level of education which corresponds to completed university studies of at least three years attested by a diploma or where justified in the interest of the service, professional training  of an equivalent level.
	 FORMCHECKBOX 

	

	I have a thorough knowledge of one of the official languages of the European Union and a satisfactory knowledge of another language of the European Union. 
	
	

	I am entitled to my full rights as a citizen.
	 FORMCHECKBOX 

	

	I have fulfilled any obligations imposed by applicable laws on military service.
	
	

	I am physically fit to perform the duties linked to the post.
	
	


2.  Declaration related only for Inter-Agency and Internal Mobility applications
Section applicable only to EU Contract Agents 3a) staff interested in inter-agency or internal mobility
.  You should mark your choice by ticking the relevant box:










                        Yes             No
	I am already a Contract Agent, Function Group FGIV, interested in inter-agency or internal mobility.
	
	


3. Selection criteria – PART 1 
ENISA is looking for candidates that fit into one or more of the following profiles A-B-C.
Profile A: knowledge and experience in cybersecurity on a technical and operational level, acquired through relevant academic studies, research and/or professional experience as an analyst, officer or IT specialist in the private or in the public sector. Candidates are expected to demonstrate knowledge and experience in one or more of the following areas (A1-A12).
Question: How would you describe your knowledge and experience related to profile A in the following areas?  

	
	
	None
	Elementary
	Intermediate
	Advanced

	A.1


	ICT security auditing, risk assessment and management
	 FORMCHECKBOX 

	
	
	 FORMCHECKBOX 


	A.2
	ICT security policy development and implementation
	
	
	
	

	A.3
	ICT security policies, specifications and best practices
	
	
	
	

	A.4
	Cyber crisis management, incident handling and response, penetration testing and forensics
	
	
	
	

	A.5
	Cybersecurity architectures
	
	
	
	

	A.6
	Cybersecurity threat intelligence (CTI), vulnerability assessment and management
	
	
	
	

	A.7
	Security and privacy engineering, including cryptography
	
	
	
	

	A.8
	Trust services and digital identity management including public key infrastructure technologies
	
	
	
	

	A.9
	Cybersecurity certification of products, services and processes and standards
	
	
	
	

	A.10
	Cybersecurity technology research and innovation
	
	
	
	

	A.11
	Cybersecurity capacity building, education and training
	
	
	
	

	A.12
	Network and application security, including security of electronic communications, software and systems
	
	
	
	


Question: Profile A: Please specify for each of the areas where you indicated having elementary, intermediate or advanced knowledge and experience, the following evidence to support your knowledge and experience (max total 400 words): 
· the name of your employer and its sector, and your position title;
· the length of your professional experience (giving dates and specifying whether this was a full or if part time activity, by outlining the percentage);
· your role(s) and responsibilities, nature of your work, scope, relevance for the area in question;
· tools and methods used (where applicable);
· relevant certification(s) where applicable (e.g. CISSP, CISM, etc.) (title, field, duration of studies, name of the institution awarding the certificate and year of attainment).
	A.1.

A.2.

A.3.
A.4.
A.5.
A.6.
A.7.
A.8.
A.9.
A.10.
A.11.
A.12.


Profile B. sectorial ICT technical or ICT policy knowledge and experience, and proven professional understanding of cybersecurity issues  in one or more sectors or policy fields (e.g. transport, energy, telecommunications, financial services, utilities, health, digital services, emerging technologies etc.) or in the digital economy and society, acquired through relevant academic studies, research and/or professional experience as ICT analyst, ICT specialist or ICT policy officer in the private or public sector. Candidates are expected to hold this knowledge and experience in one or more of the following areas (B1-B12).
Question: How would you describe your knowledge and experience related to profile B in the following areas?  

	
	
	None
	Elementary
	Intermediate
	Advanced

	B.1


	Healthcare
	 FORMCHECKBOX 

	
	
	 FORMCHECKBOX 


	B.2
	Banking and financial services
	
	
	
	

	B.3
	Transport
	
	
	
	

	B.4
	Energy and utilities
	
	
	
	

	B.5
	Electronic and government services, commerce and / or logistics
	
	
	
	

	B.6
	Telecommunications
	
	
	
	

	B.7
	Consumer-centred digital platforms (e.g. social media etc.)
	
	
	
	

	B.8
	Cloud computing
	
	
	
	

	B.9
	Distributed ledgers
	
	
	
	

	B.10
	Internet of Thing (IoT)
	
	
	
	

	B.11
	Artificial Intelligence (AI)
	
	
	
	

	B.12
	Engineering, research and development of ICT systems and emerging technologies
	
	
	
	


Question: Profile B: Please specify for each of the areas where you indicated having elementary, intermediate or advanced knowledge and experience, the following evidence to support your knowledge and experience (max total 400 words): 

· the name of your employer and its sector, and your position title;
· the length of your professional experience (giving dates and specifying whether this was a full or if part time activity, by outlining the percentage);
· your role(s) and responsibilities, nature of your work, scope, relevance for the area in question;
· tools and methods used (where applicable);
· relevant certification(s) where applicable (title, field, duration of studies, name of the institution awarding the certificate and year of attainment);
	B.1.

B.2.

B.3.
B.4.
B.5.
B.6.
B.7.
B.8.
B.9.
B.10.
B.11.
B.12.


Profile C. good background in economics, law, communication, social sciences, EU public sector, etc. with a relevant link to cybersecurity resulting in a proven insight and proven understanding and interest into cybersecurity, acquired through relevant academic studies, research and/or professional experience in EU or national private or public sector. Candidates are expected to hold expertise and knowledge and experience in one or more of the following areas (C1-C12).
Question: How would you describe your knowledge and experience related to profile C in the following areas?  

	
	
	None
	Elementary
	Intermediate
	Advanced

	C.1


	Economics of cybersecurity
	 FORMCHECKBOX 

	
	
	 FORMCHECKBOX 


	C.2
	Societal/psychological, behavioural analysis of cybersecurity
	
	
	
	

	C.3
	Public policy on cybersecurity
	
	
	
	

	C.4
	Cybersecurity in management information systems
	
	
	
	

	C.5
	Compliance aspects of cybersecurity
	
	
	
	

	C.6
	Quality management with relevance to cybersecurity
	
	
	
	

	C.7
	Information assurance with relevance to cybersecurity
	
	
	
	

	C.8
	Knowledge management on cybersecurity
	
	
	
	

	C.9
	Legal aspects of cybersecurity
	
	
	
	

	C.10
	Cybercrime investigations
	
	
	
	

	C.11
	Communication, dissemination and/or awareness raising on cybersecurity
	
	
	
	

	C.12
	Quantitative and qualitative methods with application on cybersecurity
	
	
	
	


Question: Profile C: Please specify for each of the areas where you indicated having elementary, intermediate or advanced knowledge and experience, the following evidence to support your knowledge and experience and how it relates to cybersecurity (max total 400 words): 

· the name of your employer and its sector, and your position title

· the length of your professional experience (giving dates and specifying whether this was a full or part time activity by outlining the percentage)

· your role(s) and responsibilities, nature of your work, scope, relevance for the area in question;
· evidence of the relevant relation of your experience and / or studies with cybersecurity, and of your understanding of cybersecurity;
· tools and methods used (where applicable);
· relevant certification(s) where applicable (title, field, duration of studies, name of the institution awarding the certificate and year of attainment).
	C.1.

C.2.

C.3.
C.4.
C.5.
C.6.
C.7.
C.8.
C.9.
C.10.
C.11.
C.12.


4. English knowledge PART 2: 
Criterion: A thorough knowledge of English (minimum level required: C1 of Common European Framework of Reference for Languages, applying to each linguistic ability (speaking, writing, reading and listening).

These abilities reflect the Common European Framework of Reference for Languages https://europass.cedefop.europa.eu/resources/european-language-levels-cefr. You should mark your choice by ticking the relevant box:
	
	
	A1
	A2
	B1
	B2
	C1
	C2

	1.


	English language
	 FORMCHECKBOX 

	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



5. Selection criteria – PART 3 
Criterion: Experience in contributing to or coordinating projects involving a variety of stakeholders is an asset.
Question: Please specify (max 200 words):

· the length of your experience in contributing to or coordinating projects (giving dates and specifying the percentage of your professional activity spent on the project(s));
· your specific role(s) and responsibilities in the project(s) (nature of work, scope, relative contribution to the end result etc.);
· number and variety of interfaces / stakeholders liaised with (internal, external);
· relevant certification(s) where applicable (title, field, duration of studies, name of the institution awarding the certificate and year of attainment)

	


Criterion: International/multicultural experience within the areas listed under Section 1 would be an asset.
Question: Please specify (max 70 words)
· the length of your experience in working in an international organisation and / or of working with an international team (in months and years), and in what role(s) and context;
· the frequency or intensity of your professional interactions on an international / multicultural level;
· the average number of nationalities involved.
	


6. MOTIVATION

Question 1: On the basis of your professional experience, please elaborate on which area(s) of the Agency activities (Section 2 ‘’What tasks can I expect to perform’’), you would like to see yourself contributing (max 200 words).
	


Question 2: Please describe why you are interested in one of these contract agent positions at ENISA? (max 200 words).
	


Declaration
· I declare on my word of honour that the information provided above is true and complete.

· I further declare that:

a) I am a national of one of the Member States of the European Union and enjoy my full rights as a citizen;

b) I have fulfilled any obligations imposed on me by laws concerning military service;

c) I meet the character requirements for the duties involved.

d) I am willing to undergo the prescribed medical examination prior to appointment and to provide evidence that I don’t have a criminal record

· I undertake to submit as soon as requested any documents supporting the above statements and declarations.
· I am aware of the fact that my application will be refused if I fail to submit upon request copies of the following documents:

- proof of nationality (passport, identity card, birth certificate, etc.),

- diploma(s) or certificate(s) required for admission to the selection procedure,

- statements of employment or contract(s) clearly specifying starting and end dates and for the current position proof of the start date, continuity and the latest payslip.
· I am aware that any false statement or omission, even if unintended on my part, may lead to the cancellation of my application or may cause the termination of my appointment.

· If recruited, I undertake to sign a declaration of commitment to act independently in the Agency’s interest and to declare any interest that might be considered prejudicial to my independence

· I have read the Privacy Statement
 and I agree to have my data processed accordingly.

Please indicate below from which source you have heard about this call:
	


Name:

Date:[image: image1.jpg]



� � HYPERLINK "https://www.enisa.europa.eu/about-enisa/structure-organization/management-board/management-board-decisions/MB%20Decision%202019_14%20IR%20on%20CA%20employment_combined%20with%20annexes.pdf/view" �https://www.enisa.europa.eu/about-enisa/structure-organization/management-board/management-board-decisions/MB%20Decision%202019_14%20IR%20on%20CA%20employment_combined%20with%20annexes.pdf/view� 


� � HYPERLINK "https://www.enisa.europa.eu/recruitment/working-for-enisa/privacy-statement-in-relation-to-recruitment-at-enisa" �https://www.enisa.europa.eu/recruitment/working-for-enisa/privacy-statement-in-relation-to-recruitment-at-enisa�








[image: image5.png]EUROPEAN UNION AGENCY FOR CYBERSECURITY
www.enisa.europa.eu



01
8

