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Directorate-General for Organisational Development and Services
Directorate for Human Resources
The Director

His/Her Excellency the Ambassador

Permanent Representative of the
Member States to the
European Union

(by e-mail)
Brussels, 14 February 2020
Subject: Secondment to the General Secretariat of the Council of a national expert on

disinformation and electoral resilience in GIP.2: Interinstitutional Relations
Directorate

Ref.: SNE/2/2020 (317566)

Dear Sir/Madam,

The General Secretariat of the Council (GSC) supports the Council and its rotating Presidency, as
well as the European Council and its President, in close cooperation with other EU institutions and

relevant EU agencies.

On 10 July 2019, the Horizontal Working Party on Enhancing Resilience and Countering Hybrid
Threats was established, which focuses on:

* combating hybrid threats
» strengthening the resilience of member states and society

* improving strategic communication and combating disinformation.

The Working Party aims to provides a horizontal overview of issues related to hybrid threats to
enhance coherence and cooperation among the EU and its Member States. It analyses options
and identifies tools to strengthen the preparedness and the resilience of the EU and Members
States. Besides, the Working Party facilitates coordination of the Council's activities on countering
hybrid threats and cooperates with other preparatory bodies as needed. The Working Party also

cooperates with other EU institutions, services and agencies as necessary.
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For that purpose, | wish to inform you that the GSC intends to recruit a seconded national
expert to support the Horizontal Working Party, in particular on issues related to societal and
electoral resilience and disinformation. The expert will work within the GSC and with other
stakeholders (Presidency of the Council, Member States, European Commission, European
External Action Service, etc.) on the coordination of the EU policy response to the threats identified
in the Securing Free and Fair European Elections package and the Action Plan against

Disinformation.

The duration of the secondment is one year, with the possibility of extension to a maximum of four
years in total. In accordance with Article 5 of Council Decision 2015/1027/EC, this secondment

could be extended for an additional period of up to two years in exceptional cases.

The job description, which details the qualifications and experience required, is annexed hereto.

The expert should take up his or her duties at the GSC by 16 April 2020.

The conditions of the secondment, including allowances paid by the Council, are set out in the
Council Decision of 23 June 2015 on the rules applicable to national experts on secondment to the
General Secretariat of the Council (2015/1027/EC, OJ L 163, 30.06.2015, repealing Decision
2007/829/EC). According to Article 2 of that Decision, seconded national experts should be

nationals of an EU Member State.
Member States are hereby invited to propose candidates qualified for this post.
I would be grateful if the proposals could indicate the national contact point(s) responsible for each

candidate's application. Applications must be accompanied by a curriculum vitae providing details

of higher education and all posts held until now, and by a letter of motivation.

Replies to this letter should be sent by email, no later than 26 February 2020, 17.00 Brussels

time, to the following address: sne.recruitment@consilium.europa.eu.

Together with the Human Resources Directorate, the relevant department will examine the

applications received, decide which candidates to shortlist, and conduct the interviews.
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The Appointing Authority will decide on the appointment based on the outcome of the selection
procedure. The GSC may also decide to use the list of suitable candidates to cover possible future

vacancies with the same profile.

If necessary, further information can be obtained from the GSC by contacting Mr Nicolas Kerleroux
(nicolas.kerleroux@consilium.europa.eu, tel. + 32 2 281 8239).

Yours faithfully,
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Nathalie Pensaert

Annex: 1
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ANNEX

Seconded National Expert (SNE)
at the General Secretariat of the Council of the European Union

GIP.2: Interinstitutional Relations Directorate

Disinformation and electoral resilience
Ref.: SNE/2/2020 (317566) - 1 post

Job description

A. Tasks and responsibilities

Working in GIP.2 in the General Secretariat of the Council (GSC) in Brussels, under the authority
of the Deputy Director of the Interinstitutional Relations Directorate, working closely with Council

officials and with other stakeholders, the expert will be called upon to:

» contribute to the preparation, coordination and follow-up work of the European Council
and/or the Council and their preparatory bodies;

» draft documents relating to the activities of the European Council and/or the Council and
their preparatory bodies;

* analyse political dossiers with a view to facilitating decision-making;

* provide advice, as appropriate, to the President of the European Council and/or members
of the Council, the Presidency and the Secretary-General;

+ communicate and cooperate with internal and external interlocutors, and in particular:
coordinate with the many actors involved in the GSC; liaise with the Commission and the
European External Action Service;

» advise and assist the Secretariat, Presidency and the Council in the management of the
Horizontal Working Party on Enhancing Resilience and Countering Hybrid Threats,
preparation of Council conclusions, input for the European Council, mapping exercises,
etc.;

» prepare and contribute to briefs and documents on disinformation/cyber threats;

* monitor developments, at national and EU level,

» follow horizontal matters relevant to the field and prepare synthesis notes on key issues;

» coordinate information flows and responses; analyse and synthesise information for

problem-solving.
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B. Qualifications and experience required

* Alevel of education which corresponds to completed university studies in a relevant field,
such as strategic communications, security studies, governance, political science or similar.

» Professional experience (at least 3 years) in fighting disinformation, electoral processes,
cybersecurity or relevant crisis management.

* A sound understanding of the issues at stake, based on recent and up-to-date experience
in areas including, for example: interdepartmental coordination, strategic communication to

counter disinformation, cyber threats and/or elections.

C. Skills and abilities required
Professional skills

Language sKills:
+ Excellent command of English, as well as sound drafting skills.

»  Working knowledge of French would be desirable.

Information technology
» Competent user of Microsoft Office tools (in particular Excel for handling statistics/data).
* Understanding of IT security challenges.

* Good grasp of communication and social media tools.

Field of work
* Knowledge of the functioning and procedures of the EU, including of the role of the
European Council and Council and of their decision-making processes. Experience in EU
policy is an asset.
* Knowledge and relevant experience of efforts to fight disinformation and protect institutions,

including elections, at EU level, would be an asset.

Handling information

+ Ability to identify the critical facts in complex issues.
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Judgement and problem-solving
* Very good judgement of the political environment.
+ Ability to assess information objectively.

* Ability to find compromises and synthesise different positions.

Performing tasks and achieving results

*  Willingness and capacity to work in a fast-paced, demanding and politically-sensitive
environment with a heavy workload.

* Organisation and planning skills, and demonstrable effective coordination and facilitation
skills.

» Ability to deliver work to a high standard in accordance with set procedures, within critical
and sensitive deadlines.

« Strong political judgement.

» Strong sense of initiative, autonomy and responsibility.

* Readiness and availability to travel within the EU.

» Ability to establish and maintain good contacts with a variety of interlocutors.

« Ability to work effectively as a team member, and to coordinate and work cooperatively
across teams and institutions.

» Discretion.

D. Security clearance
* National security clearance at EU SECRET level. Such clearance must be obtained by the
candidate(s) from their competent authorities before their secondment to the GSC. This
clearance must be valid for the whole period of the secondment. If not, the GSC reserves

the right to refuse the secondment as national expert.

E. General conditions
» Be a national of one of the Member States of the European Union and enjoy full rights as a
citizen.

* Have fulfilled any obligations imposed by the laws concerning military service.

The General Secretariat of the Council applies an equal opportunities policy.

For more information relating to the selection process, please contact Mr Nicolas Kerleroux

(nicolas.kerleroux@consilium.europa.eu, tel. + 32 2 281 8239).
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	Yours faithfully,
	Nathalie Pensaert

